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1 
App & API Protector 

(1000 GB per Month) with 
support

1 

2Official Training for 3 
Persons 3 Persons 5 
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1The solution must be a Cloud based solution 

2Explain the solution licensing model  

3State the Compliance and Certifications of 
proposed Cloud solution 

4The solution should provide Always-on Layer 7 
protection against application layer attacks 

5
The solution should provide Always-on Layer 7 
protection against applicative attacks should not 
affect latency of legitimate visitors 

6The solution should provide Always-on Layer 3/4 
protection for Web Applications 

7
The DDoS solution should protect against 
emergent DDoS attack vectors such as Dynamic 
IP, Pulse, Burst DDoS attacks and other zero-
day attack methods 

8 
The solution should provide Layer 7 DDoS must 
trigger automatically with no manual action 
required 

9The vendor must have minimum of a Local PoPs 
in Kuwait 

10
Must have minimum 3,500 POPs globally and 
able to route excess traffic to its other scrubbing 
centers, outside Kuwait during an attack  

11Protection against DDoS attacks aimed at DNS 
infrastructure 

12The solution should provide Extensive real-time 
DDOS and Web Attack alerts and stats 

13The solution must be able to provide 100% SLA 

14The solution should provide Cache static content 
according to web server response headers 

15The solution should support Code compression 
and image compression 

16The solution should have presence in at least 
120 countries 

17The solution must support HTTP versions 3/2/1.1 

18The solution should support http to https 
redirection 

19The solution must support IP restriction to 
prevent attackers from directly targeting the 
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# 
application origin and forces traffic to go through 
the cloud provider by bypassing cloud 
Protections 

20
The solution should support IP access rules for 
blocking or allowing traffic from specific IP, 
subnet or geographical areas 

21
The solution should provide capability of staging 
environments to test any new changes before 
deployment to production environment 

22
The solution should support capacity for 
onboarding up to 100 URLs without any 
commercial impact 

23The solution should provide protection from Web 
Application Attacks (latest OWASP top 10) 

24The solution should provide protection from API 
attacks 

25
The solution should provide capability of staging 
environments to test any new changes before 
deployment to production environment 

26The solution should provide Geo Location 
protection, blacklist and IP intelligence protection 

27

The solution must implement an analysis based 
not only on the content of each request itself, but 
also on previous activity of a client on the 
platform, signs of automation, and recent 
malicious attempts against your applications. 

28

The solution must have Custom rules and virtual 
patching, which, allows you to define custom 
rules to detect patterns for vulnerabilities that are 
very specific to the CITRA’s applications, for 
instance to virtual patch applications developed 
by the CITRA or frameworks with undisclosed 
vulnerabilities. 

29The solution must have access to IP reputation 
threat intelligence (Client Reputation) 

30 
The solution should be able to integrate with 
Major SIEM providers, qradar, logrythm, arcsight, 
splunk, Microsoft Sentinel 

31 
The solution should provide Extensive real-time 
alerts and statistics for Blocked Traffic and 
response time (Provide a sample screenshot) 

32 
The solution should have extensive report on 
Attacks with filtering and visualization of what is 
being blocked and why 

33 
The solution must provide Security posture per 
policies and security configs brings a more 
flexible logical structure to security postures 

34 The solution must provide CITRA full control to 
the dashboard to add rules and rate limit 
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35 
The solutions must have ability to provide alerts 
in real-time when e.g. when web services are 
degraded 

36 
The OEM and Partner should provide 
professional Services, and each indicate clearly 
the responsibilities for the Partner and OEM 

37 The OEM should provide and validate 
Architecture Documentations (LLD and HLD) 

38 The proposed solution should be provided with 3 
Years support 

39 The appropriate knowledge transfer during 
deployment  

40 
Solution must support unlimited number of sub 
domains to protect. (multiple websites via HTTPS 
443) 

41  

42
 

43
 

44 

45 3

46 

47 

48 

49 
 


